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Schneider Electric: specijalist za digitalna rjeSenja za
ucinkovitost i odrzivost kod upravljanja energijom i

industrijskoj automatizaciji o L
Zgradarstvo, data centri, industrija, infrastruktura

Podaciiz 2021.

Western

o o' A Europe
5 A) Prihoda predvideno za R&D o

Asia
Pacific

€29milijardi

Dvije divizije:
23% 7%
+ €6.7 milijardi €22.2 milijardi
Industrijska automatizacija Upravljanje energijom

Zaposlenih u preko 100 zemalja

¥ = Yy H
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Carbon Neutral

Taking
Sustainability

to the next
level

Svi mi smo postali svjesniji o dimenzijama odrzivosti
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Nezaustavljivi megatrendovi koji utjeCu'na nase drustvo

Digitalizacija

Energetska poremeéaji :

tranzicija CYBER security

]

Uginkovitost [ Sigurnost AN, Odrzivost

* Koristenje digitalnih rjesenja za ustedu Inovacija ukljuéuje dobrobit dokazanih U sredi§tu svega §to radimo,
energije posvuda rieenja poduzimanije radnji koje-to podrzavaju.
Svaki putkad gradimoili preuredujemo Sigurnost je pobolj$ana zahvaljujugi Dekarbonizacija
myegle, cljanje usteg SRiIRaRILSH A Digitalizaciji Zelena inovacija za sudjelovanje na
30% do 50% trebale bi izravnati nasu osjecaju odgovornosti prema Klimi i
potrosnju energije Neosporna izvedba, neosporan nagin okolisu °
rada, jednostavan za prijelaz

* Lifels®n | Schneider
&Eiectrlc
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kompletna jednadzba klimatskih promjena
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Digitalna Ucinkovitost

Kruznost

Recilkaza

energije

U miksu

OIE

Sunce ivjetar do 2040 — od 6% do 40%

Lifels On | Schneider
& Electric




}
PROIZVODNJA DISTRIBUCIJA ‘ POTROSNJA

Tl
Coe

T

ENERGETSKA
UCINKOVITOST
Life Is BR | Scl&neider
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Jedan Planet
Osjecaj hitnosti

Klimatske promjene

«CO.e

160

L

historic

Sources: IEA, Schneider Electric
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800/ Ukupno GHG Emisija
0 Proizvodnja i potroSnja energije

SF6 odlina dielektricna svojstva
+ 2.5x efikasniji, dostupan na trZistu

No Climate Policies
(4.1-4.8°C)

* Dobar toplinski kapacitet i izuzetno
iae stabilan, inertan, nije zapaljiv, nije toksiCan

Pledges
(2.6-3.2°C)

Nas najveci izazov — Klimatske promjene
ge v 1kg u atmosferi SF; jednak je

Lifels®n | Schneider

Electric



Opasnost nakon sto zavrsi vijek trajanja postrojenja

SF6 skladistenje dotrajale opreme

Oprema deklarirana je kao sigurna i
zatvorena za zZivotni vijek

Savjesno potrebno je opremu pravilno
skladistiti.

Godignja potrodnja SF6 22.000 tn

(HV+MV)

Life Is On Scl&neider
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Neke zemlje ve¢ odlaze s tehnologije koja koristi F-plinove

Sustainabil Ity Safety Europska Komisija razmatra zabranu

Odrzivost Sigurnost koristenja F-plinova, ukljuéujuéi SF6, u
bliskoj buduc¢nosti od 2026.

Efficiency

California Air Resources Board (CARB)

IN k VI targetirala je 315t prosinca 2024 kao datum
UC O tOSt za ukidanje SF6 plina u opremi od 72 kV i
nize.

China jState Grid Corporation of China je
definirala strategiju SF6-free.

Lifels On | Schneider
& Electric
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izvjeSc€a: prioritet za poslovnu transparentnost
— Direktna emisija

N,O0 "~ HFCs  PFCs

SCOPE 3 = SCOPE 3

Neizravne emisije iz elektricne energije
koju je kupila i koristila organizacija.
Emisije nastaju tijekom proizvodnje
energije i na kraju ih koristi organizacija

Neizravni, nizvodni izvori
koji nisu u viasnistvu ili
pod kontrolom tvrtke

Izravne emisije iz izvora u vlasnistvu ili pod kontrolom tvrtke,
ukljucujuci izgaranje goriva na licu mjesta, kao sto su plinski = | ifc s(On | Schneider
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Novi SF6-Free srednjenaponsko postrojenje i RMU: Sa Zrakom i Digitalno

SM AirSeT RM AirSeT

Secondary Modular AIS Secondary RMU

0d"2021. od 2022. (Kina veé 600 kom)

Lifels®On | Schneider
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S porastom kompleksnosti distribucijskih mreza javlja se i potreba za
boljim upravljanjem mrezom

Electrical
utilities
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The traditional grid

Electrnical
utilities

@-...

Distributed
Generation

Lifels On | Schneider
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EcoStruxure — osnovna struktura

Apps, S . e &
Analytics & - "

Services Eostuxure FoStruxure : i E EcoSinoure IT Advisor
ADMS. Asset Advisar

Edge

Control _—

Ecostnare EcoStnuure E E 3
Substation Operalion MicroGrid: Operafion Power SCADA Operation  Power Monitoring Expert

EcoStuuré IT Expert
Information Control

loop Air insulated switchgear Gas insulated switchgear in Transformers Qil Transformers

Connected
Products

End-to-end Cybersecuri
Cloud and/or On Premise

Nearby control & - Easergy Bay - VAMP Arc T and Ambient
‘monitoring | Opea Controliers Detection ¥ Monitoring

_— LifelsOn | Schneider

ri
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Click To Edit Title

Every 1 4 SE€C aransomware attack occurs

Within D min

49.6 days

the average time it takes for an
loT device to be attacked after
going online

typically pass between breach
discovery and reporting dates

of IT budget is used for security

of security issues stem from
outdated and unpatched
software

million USD - average cost of a
breach

is the increase in security breaches
over the last 5 years

of employees don’t understand
cybersecurity

of malware is spread by email

of HTTPS servers are vulnerable
to man-in-the-middle attacks

LifelsOn | Schneider
8Electr|c
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* U posljednjih deset godina imamo eksponencijalni rast kiberneti¢kih napada na kritiCnu

infrastrukturu
«  Strateski napadi usmjereni su na ometanje industrijske aktivnosti radi monetarne,

konkurentne, politicke ili drustvene koristi ili Cak kao rezultat osobne osvete.

LifelsOn | Schneider
9Ele ctric
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arh you are L

your time Nobe
that you can recover all your file
submit the payment and purchase the
llow the instructio
88 worth of Bitcoin to following addre
IHRuxXTuRZA1t 7TBnGSdzaft NhBHX
nd your Bitcoin wallet 1D and persomal installation key to e-mail
ithi S6@posteo.net. Your personal installation key:
JZHCHg-PyR ~G195PU-5PZpHv-yhTHOG-ncENFB-LNGaVU-PrehFT-bde iyd-Fax

already purchazed your key, please enter it below

Lifels®n | Schneider
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The most common damage from cyber attacks

HACKTIVISM CRIME INSIDER ESPIONAGE
D) S
»ga L‘..-r'é,

Confidential Data
Breach

The theft of industrial secrets and/or
sensitive data.

« Direct costs to contain attack
» Privacy violation

« Commercial compensation
and/or fines

« Intellectual property theft
« Legal costs

» Reputational damage

«  C-level civil liability

© 2022 Schneider Electric, All Rights Reserved Page 28
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HACKTIVISM  TERRORISM  WARFARE

System Failure

The failure of either IT or OT based
systems including the destruction of
software systems and/or
equipment.

« Direct costs to contain attack
* Business loss due to downtime

«  Commercial compensation
and/or fines

» Death orinjury to people

» Physical damage to equipment
« Damage to the environment

* Reputational damage

«  C-level civil liability

Public

HACKTIVISM TERRORISM

(=g
»

Data Deletion or
Deterioration

Destruction of valuable digital data.

« Direct costs to contain attack
« Dataloss

» Reputational damage

« C-level civil liability

CRIME

’
J
-

or

Data Encryption and
Ransom

Digital assets, such as files or
computer software, is held hostage
through encryption. The attacker
then demands a ransom from the
victim to regain access.

« Direct costs to contain attack

* Business loss due to downtime

* Ransom paid

« Financial fraud

+ Reputational damage

«  C-level civil liability

Schneider

; |
Life IsOn Seaer



What end user personas care about cybersecurity?

. Mi znao sve o kibernetickoj
Upoznati smo sa : .
. . . "y sigurnosti, ali ne znamo
kibernetiCkom sigurnoscu, . N
: : nista o operacijski
ali oslanjamo se na IT .
tehnologijama

Bridge needed i

Mi znamo sve o

operacijskim tehnologijama,
ali ne znamo nista o

kibernetiCkoj sigurnosti

LifelsOn | Schneider
& Electric
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IT vs. OT

It's a matter of Priority...

Q Confidentiality Q Availability

Q Integrity Q Integrity

* Availability * Confidentiality
Povijerljivost podataka, integritet podataka i kontinuitet Kontinuitet rada i sigurnost ljudi i okoliSa su prioritet

rada su prioritet

LifelsOn | Schneider

) ) ! PElectric
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Vektori napada na Operacijske Tehnologije

Unauthorized (\ _________ P N rmmm——m————— = I T
@) Layer 4_ connection i Yo |1 A ‘ﬁ\ Infected
&/ L3 Enterprise Cloud Based | L; : : : : Remote Business Partners | {Illl remote
On cloud g » Systems '\ Corporate DMZI '\ Cloud based 1 '\ and Venders i support
€ —fm=====7 (emmmmm=r M- - - -
] § CORPORATE NETWORKS
SO Layer3 N -tainisb-tuiuintsl-tutuinialstuinininlsiutaininlsiuinie \
o Operations, Corporate Servers \
< planning & and Workstations :
logistics Mis-configured firewall ~ &=’ |  TOT 1 | Aiside | Lfndsf _ _Admin __ Tenant_ _ Dev. _ _ T _ _ !
CONTROL ROOM NETWORKS
Layer 2 Control System o R taiaialsi-talialietaaial et )
— Facility Servers & , X | @E QE QE QE Infected USB stick or CD
= Monitoring and Workstations I 1 1
§ Control I, | Airside _ Jandsid __ Faility _ _S_ec_“”_‘ v
f:] o CONTROL NETWORKS
=) 1 1 1
On w PLCs & DDCs Malicious insider ‘% @ @ ‘5 Infected Iapto@
premises | ; |
FIELD NETWDRKS
Layer 1 .
= Protection and (B:reeike"rs & Field o
£ ‘c":: local control ontroflers ‘ 3
2 = 1 |
= ] 1
8 & Layer 0 Sensors, actuators, . . (o) . : f_
Field Devices transformers, S8 Q (7) qq ﬁ i}
cameras, valves & OT

motors Wireless access breach ‘ﬁ\ rﬁ‘
] ) Remote loT connection
J _ Life Is On Schnelder

) ) ' Electric
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Sigurnosne razine i rizici prema IEC62443 standardu

Mation-state,
cyber terrorism
Cyber terrorism,
Extended hacktivists
Resources
Moderate
Cyber crime,

Sophisticated hackers

Means

Means
Moderate
Motivation

High
Motivation

Specific Specific
ICS Skills ICS Skills Emplo;ea
Life Is On
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ZAKLJUCAK

* Uz pravilnu vertikalnu integraciju ECS Platforme
moguce je ostvariti zna€ajno povecanje dostupnosti
i smanjenje troska odrzavanja - ecostruxure

* Pracenje Statusa opreme u realnom vremenu

« Digitalizacija — jednostavan pristup informacijama
preko QR koda

* Ljudska i materijalna sigurnost na ve¢em nivou

Er:g
.}'
EI%
Ostalo:

Kontaktirajte nas za izradu detaljnih tehnickih rjeSenja

Lifels®On | Schneider
gElec:rlc
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